IIpakTHyeckoe 3a1anue NJI PErHOHAJIBLHOI0 3TANA BCEPOCCHIICKONA 0JIMMIINAIbI
IIKOJbHUKOB 110 TeXHOJoruu 2023 — 2024 y4yeOHBIN roj
IIpopuns «MupopmannoHHass 6e30IACHOCTDH
10 knacc

TemaTuku 3a1aHuil

B Type HeoOXxoauMO pemuTh Kak MOKHO OoJjblne 3amaHuil. HaGophl 3aaHuii OpueHTH pOBaHbl Ha
KOMILJIEKCHYIO ~ OLIEHKY HAaBBIKOB YYaCTHUKOB 3aK/IIOUYHUTEIBHOTO Typa M  OXBaThIBAlOT
[IEPEYUCIICHHbIE HUXKE TEMBI:

1. PeBepc (aHanu3 UCXOHBIX TEKCTOB KOMIIBIOTEPHBIX ITPOTPaMM)

2. Web (nouck ys3BUMOCTEH Web -ITpHIT0KEHHH)

3. Forensics (Touck cieoB MHIUICHTOB HHPOPMAITMOHHON 0€30TIaCHOCTH)

4. Linux\Unix (HaBBIKH aIMHHHUCTPHUPOBAHUSI OTICPALIMOHHBIX CUCTEM )

5. AHanu3 Tpaduka

6. Cpenctra 3ammutbl nHGopMmaruu (C3N).
IIpumeyanus:

Onenka 3amanuii (kpome Ttematukun C3UM) mpou3BOOUTCS aBTOMATUYECKH MO (akTy
pa3MelnieHnsl Y4aCTHUKOM B TOJIe JUId BBOJA KOPPEKTHOTO (prara — CTPOKH ONpeAesIeHHOro BHA
(mrabnon OynmeT O3BYYEH Iepej] HadajJoM Typa), AOCTYIl K KOTOPOMY SIBIISICTCS HHAMKATOPOM
YCIEIIHOTO pelIeHHs 3aJaHusl.

Ouenka 3amanuii mo Ttematuke C3U mnpou3BOOWTCS OpraHu3aropaMd Ha OCHOBAHUHU
MIPEIOCTABICHHBIX yYaCTHUKaMU (haitsioB.

MakcuManbHO BO3MOXKHOE YHCIIO 0a/IOB 3a MPAKTHYECKUH Typ — 35 Gaios.

HNudpacTpykrypa yuacTHHKA
1. Ha IIK ygacTHuKa oJMMIUabI JOJDKEH OTCYTCTBOBAThH AOCTYH B ceTh “MHTepHeT”.
2. Ha 1K yuacTHMKa ycTaHOBJIeH runepsu3op VirtualBox!.
3. YyacTHHMKY mpenocTaBisercs o0Opa3 BHUPTyalbHON MallMHBI C HEOOXOAMMBIM IMPOTPAMMHBIM
obecrieueHreM JUIsl pelleHus 3a/laHuil. BupTyanbHy0 MallMHy y4acTHHKa TpeOyeTcs 3alyCTUTh A0
Hayasa MpakTUYeCcKoro Typa.
4. Ha cepBepe opraHM3aTOpOB 3aIllycKaeTcs BHpTyajbHas mammuHa c I[lnardopmoii ¢ 3amanusmu,
KOTOpasl HCHOJb3yeTcs [Uld pelIeHus BceX 3aJaHuil, KpoMme 3amgaHuii mo pabore c C3U.
Pazeepmuieanue Ilnamgpopmor O0na Kaxcoozo knacca npou3eo0UmMcs HenocpeoCcnmeenHHo2o
opzanuzamopamu He panee uem 3a 1 0env 00 npogedenun npakmuueckozo mypa. BupryanbHas

MalirHa C HHaT(bOpMOﬁ TaKXC JOJIXKHA OBITh AOCTYyIIHA I10 JIOKAJIbHOM CETH C MaIlluH Y4aCTHUKOB.

1 https://www. virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. Jnsa 3arpy3ku ydacTHUKaMH (ailioB (CKpUHIIOTOB, CKPUITOB, KOH(QUIypalMOHHBIX (ailioB U
T.I.), TOATBEPXJAIOMIMX BBIMOJHEHUE 3amaHuii Tematuku C3U, opraHum3atopsl MpPEeAOCTaBST
MEXaHU3M HWHAWBUAYAJbHOW 3arpy3Kd 3TUX (ailioB (MHIAMBHIyaIbHBIE MAlKH C IEPCOHATBHBIM
JOCTYTIOM JUIsl KQX/10T0 YYaCTHHKA).

OO0uue TpeGoBanust
1. Jlo Havama mpakTHYECKOro Typa HeoOxomumo obecrieunts noctyn ¢ [IK ydacTHUKOB K
[Tnardpopme ¢ 3amanusmu, pasBepHyrod Ha cepBepe. Ha skpanax IIK ywacTHUKa HOKHBI OBITH
BBIBEJICHBI OKHA PETUCTPALIMHU HA TUIaT(GOPME C 3aJaHUSIMU.
2. Tlocne crapra NpPaKkTUYECKOTO Typa, YYacCTHUK JOJDKEH BBINIOJHATH 33/JaHUS IOJHOCTBHIO
CaMOCTOSITENIbHO. 3aaHus pacnoiokeHsl Ha [lnatgopme. [IporpaMMHbBI HHCTpYMEHTapUi Ui UX
peleHus JOCTYIeH Ha BUPTYyalbHBIX MamnHax Ha [1K yuacTHUKOB.
3. Ilo OKOHYaHWU penIeHHs 33JaHUH YIaCTHUK OJTUMITHA Bl MOKET TOKHHYTh ayJIUTOPHIO.
4. Haitnennsie dpaaru (kpome 3amanuii C31) BBomsaTcs Ha [TnaTdopme. KonmdecTBo momnbIToOk BBOIA

(bnara He orpaHMYEHO. 3a OIMMOOYHO BBEACHHBIN (har Oyl HE CHIDKAIOTCS.

Tectosbiid CTFd BCOLL

Challenges

QopeH3unka

web

Pucynok 1 — npumepHslIii BUa skpanHoro unrepdeiica [Inardopmsl ¢ 3ananusmu

ITopsimoxk npoBeaeHust
JUTUTENbHOCTh MPAKTUYECKOTO Typa (BBINOJIHEHUE NPAKTUYECKUX 3alaHuil) g ydacTHUKOB 10
kiacca coctasisieT: 180 munyt (6e3 yuera mepepbiBoB). B ciyyae oOHapyXeHUS HEMCIIPaBHOCTH B
00OpyZI0BaHNH, BO3HUKIIIEH HE MO BUHE YYaCTHHKA, MO PELICHUIO HAaOMI0AaTeNs JaHHBIA yJacTHUK
MokeT mepecectb Ha pesepBHbI [IK. Bpewms, 3arpauceHHOe Ha BBISBICHHE M YCTpPaHEHHE TaKOMH

HCHUCIIPAaBHOCTU KOMIICHCUPYCTCA.



Hlughp yuacmuuka

KapTa OLHCHKH YIAaCTHHKA PCIrHOHAJIBHOIO 3Tala — 10 knacce

Ne TemaTuka 3a1aHus Kpurtepun onenku Bcero Baxnbl no
3aaHus 0a/10B ¢pakTy

1. Linux\Unix (misc) | ®akt pa3memeHusi y4aCTHHKOM B 1
T0JI€ JUIS BBOJIa KOPPEKTHOTO (hiiara

2. Linux\Unix (adm) | @akT pa3memeHusi YYacTHHKOM B 2
T0JI€ JUTSl BBOJIa KOPPEKTHOTO  (hiara

3. Forensics @akT pa3MemieHuss yYaCTHUKOM B 3
TI0JIe JUTS BBOJIa KOPPEKTHOTO (hiara

4. Web @akT pa3MemeHus: yYaCTHUKOM B 3
T0JI€ JUTS BBOJIa KOPPEKTHOTO (prara

5. Web @akT pa3MemeHusT YYacCTHHKOM B 5
OJIe JIJIsl BBOJIa KOPPEKTHOTO (pyrara

6. Reverse @akT pa3MemieHuss yYaCTHUKOM B 3
MoJie /Uil BBOJIa KOPPEKTHOTO (hara

7. Reverse @akT pasMelIeHUs YYaCTHUKOM B 5
TnoJie JUTsi BBOJIa KOppeKTHoro (ara

8. Reverse (pwn) @akT pa3MelleHuss YYaCTHUKOM B 6
ToJie Jy1sl BBO/Ia KOppeKTHOTro (hara

9. C3n Kpurepun ouneHkn nOpHUBEACHBI B 2
3aJJaHUN

10. C3U + Anaim3 Kputepun oOleHKM TNpuBEIEHBl B 5

Tpaduka 3aJlaHuU

X

35




3aganus

Linux\Unix (misc) - ¢emka Bo3MoKHOCTEI

OOBIKHOBEHHBIN THHEHDKEP JIFOTUK HATKHYJICS Ha 0€300MIHO BBITJISIIBIBAIOIIYIO U3 OJTyBAHYUKOB
¢nemky. "BECIIJIATHO" - moxyman JIFOTHK, HO 0Ka3aJ0Ch, UTO 3TO HE IPOCTO (UICIITKA, a eI
OyJBDKHUK LU(PPOBBIX TaifH, OCTABJICHHBIN HA AMSATh HEKUM 3araJI0YHbIM YapoJIceM, KOTOPBIH
PELIII 3aMyTHTh TaKyIO 3araJl0YHyI0 UTPY Ha BBIY)KMBAaHHUE KJII0YA JIOCTYIA, YTO caM Obl B HEH HE
CIPaBUJICS... TYT HE 000MTHCH O€3 YEKAaHHONH MOHETHI.

[lenb pa®oTHL: MOJy4EeHUE AOCTYNA K (pary

WTor paGoThl: NOJYYUTH JOCTYM 10 ¢uiara

Kputepuii o1ieHKH: peoCTaBIeHNE TPaBUILHOTO (priara

PexomMenyemble mpeaycraHoBICHHBIEe YTHIKHThL: bash, python

Linux\Unix (adm) - ssh postexploiatation

Ha oxxom u3 Be6 cepBepoB Kpenoctu Craporo Mops 3aMeTHIIN 1OI03PUTENBHYIO aKTUBHOCTD -
Ternepb TaM OOUTAIOT YYJOBHINA... BCKOPE YUETKH BCEX, KTO BXOJMWJI IO Ssh Ha cepBep 0Kazaauch
B3JIOMaHBI - 4TO ke mpousonuio? J{ns pemienus 3ananus HaiauTe gar B CKOMIIPOMETHPOBAHHOM
cUCTEME

[{enb pabOTHI: MCCIIETOBAHHE JaMIIa CUCTEMBI
Htor paboThl: HalTH (JIar B CKOMIIPOMETUPOBAHHOM CUCTEME

Kputepuii onieHKU: IpeJ0CTaBIeHNE KOPPEKTHOTO (haara

Pexomen tyeMble peaycTaHOBICHHbIE YTHIUTHL: bash, python

Forensics - ransome lab incident

OuepenHoOl 3aKa3... y HAIIEro KJIMEHTa — KyIla JHIIb JyOJIuKaT 3a4apOBaHHON CHUCTEMBI ... BCE
CBUTKU 3aTeMHeHbl MarudeckuMm mudppom... [IOMOI'MTE wmue pacmmppoBarh TauHCTBEHHBIN

NEepraMeHT C pyHAMU HA HA pa60qu CTOJIC.
! !eJ'IL |28.60TBIZ HCCICOAOBAHUEC JaMIla CUCTCMBI

HTor pabGoThl: MOTYYUTh JOCTYI 10 ¢uiara (ONpeaeauTh JIOTHKY IU(PPOBAIbIIMKA U e (poBaTh

Gaiin)

Kpurepuii O1eHKH: TpeJoCcTaBIeHue KOPPEKTHOTO ¢uiara.




PexomMenyemble nperycTaHoBiIeHHbIC yTHIUTHL: bash, python

Web - Bcé no maodaony

Otmen pa3paboOTKH WCCIIEOBATEILCKOTO IIEHTpAa APpETy3bl MUIIET peaTn3auio OaHKOBCKOTO
npoueccuHra Ha Oepecre. JlaHHOM HMHHOBAallMOHHOM TEXHOJIOTUH OCTAJOCh JIMIIb IPOWUTH BCE
HEOOXO/MMBIE ayaUThl 0e30macHOCTH 4YTOOBI €€ Haydal HCHOJb30BaTh MOJAHBI HoBurpaackuit
cTapTa.

[{enb pabOTBI: MCCIIEAOBAHKE JIOTHKH PaOOTHI Web-TIPHIIOKEHHS U MOJTy4eHre A0CTyna K (iary

Utor paboThl: NOJYyYUTH AOCTYI JI0 (pyiara

Kputepuii o1ieHKH: MpeI0CTaBICHHE KOPPEKTHOTO dutara

PexomentyemMble mpeayCcTaHOBACHHBIC YTHAUTEL: Burp Suite, python

Web - no ¢pparmenram

IMTocne Toro, kak I'epanbT w3 PuBum ycnenrHo moGeaua MOHCTPA, MOSBHIOCH HOBOE HCIBITAHHE —
B3JIOMAaTh CHCTEMY JIPEBHHUX MaroB, IIOCTPOEHHYIO Ha CTPYKTYPUPOBAHHOM XPaHWJIMIIE JaHHBIX, T/Ie
10 HEKOTOPBIM MPE/TIOJIOKEHUSIM, XPAaHUTCS BaXkHast nHpopmarust o [IpeanasHaueHun.

Bamra Muccus 3aKkiro4aeTcsi B TOM, 4TOOBI MPOAKCIUTYaTHPOBATh MOTCHIUATBHBIC YSI3BUMOCTH B
00xo0/ie OrpaHHYCHH BBOJA JAHHBIX, KOTOPBIE MOTYT TO3BOJIUTH M3MEHSITH CTPYKTYPY 3alpocoB K
sToMy xpanunuily. [IoMHHTE, 9TO BeAbMAaKy MOJE3HO HE TOJIBKO 3HATh, KAK B3aUMOJICHCTBOBATH C
)KUBBIMH CYIIIECTBAMH, HO M KaK B3JIOMaTh CHCTEMbI 0€3 HCIIOJIb30BaHHS TPAIMIHOHHON sql-
HUHBEKIHH.

! !eJ'IB [Za6OTHZ HCCICAOBAHUC JIOTHKN pa6OTBI Web'HpI/IHO)KeHI/Iﬂ U IMOJIYUYCHUC NOCTYIIa K (bnary

Htor paboThl: MOTYyYUTH AOCTYII 110 (para

Kputepuii onieHKU: IpejoCcTaBIeHINEe KOPPEKTHOTO (haara

PexomMentyemble mpeaycTaHOBICHHBIC YTHINTBL: Burp Suite, python

Reverse - stack here

Z[axce CUJlaMH CTYACHTOB aKaJACMUU ApTy3a HC OCTAHOBUTH OTOT I/IMl'IOpTOSaMeI_I_[aIOI_HI/Iﬁ BUXPb
Marvum - mnepca HaMu oqepez[Hoﬁ TECTOBBIH CTCHA, 3QJIUThI CUSHUEM ApPTYMCHTOB. HpOBepI/IM KCE,
HACKOJIBKO 6630HaCHO BCC B OTOT pas...

Benpmak I'epanbt, ero yuenuna Lupu u cnyrHuna Mennugep BHUMATENbHO HU3Y4alOT MarudecKyro
KOHCTPYKLMIO. Xa0TUYHO MepIAoNe PyHbl Ha KaMEHHOW OallHe cpeu He MpeABElIaloT HUYEro
xopouero. Ho HammM reposiM He BIIEPBOM CTAJIKMUBATHCS C HEU3BECTHOCTHIO U ONIACHOCTBIO.



[TonxmroueHue kK cepBUCy ocyiecTBisieTca uepes netcat: "'nc <I[P> <PORT>" IP anpec u nopt
MOSIBJIIFOTCS MOCTIE TIOHSITHE UHCTAHCA 3a/IaHUS.

[{enb pabOTHI: MCCIIEOBAHUE JIOTHKH PA0OTHI IPOTPAMMBI

Htor paboThl: ONpeAeauTh yI3BUMOCTb B UCXOJHOM KOJI€, IOAKCIUTYaTUPOBATh 3Ty YA3BUMOCTD,
MOJIYYHTh JIOCTYII K (hary

KpuTepuii OlleHKH: TIPEOCTABICHIE KOPPEKTHOTO (iara

Pexomeniyembie mpenycranosiaennsie yruautel: gdb, ghidra, rizin, cutter, python3, pwntools, strace,
Itrace, objdump, readelf

Reverse - crackme

HIkonsHuna-senpMa u3 Hosurpama, Maprapurta, oOHapyxwia B "Bunorpagnom CoooOuiectse"

CBHUTOK C IIPOrpaMMOM-3aKJIMHAaHUEM Ha 3aXBaT BJIACTH. bBIBIIMH Bajesel] CBUTKA UCYE3, MIOITOMY
eil mpuaercs pazodpaThCcs B ApeBHEN MpOrpaMMHONM Maruu camocTtostenbHo. K cuacTelio, mikoiia B
Jlomuu yxe 1aBHO 00y4JaeT TaKMM HaBBIKAM.

[{enb paboThL: McceA0BaHUE JOTMKU pabOThl MPOTrpaMMBbl

Utor paboThl: OnpeAeTuTh JJOTUKY pabOThl MPOTPaMMBbl, OJIYYUTh TOCTYIH K (rary

Kputepuii o11leHKH: Mpe0CTaBICHIUE KOPPEKTHOTO (hiara

Pexomeniyemblie mpeaycranosiaeHnsie yruautel: gdb, ghidra, rizin, cutter, python3, pwntools, strace,
Itrace, objdump, readelf

Reverse (pwn) - ptr

Tanuei kox g aktuBanuu Begsmaubero 3Haka Urau - HOJIb HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb. Ilpennoxenusiii ko aeiictBoBan ¢ 1060 o 1127 rox, B snoxy Benukoro Beapmaxa.
Opnnako I'epanbT 1 Hupu poaunuce emre nosxke, B 1290 rogay, v 3TOT KO/, K COXKAJIECHUIO, UIsl HUX HE
noaxoaut. Ilomorure wHamum  benomy Bonky u  JlacTouke  pacKpbIiThb  CEKPETHYIO
MOCJIEIOBATEIFHOCTh M aKTHUBUPOBATh 3HAaK WrHu, 4TOOBI CmacTh MHp, U3YBEUEHHBIM BOWHOM ¢
Hunbsdraapgom.

[TonkmroueHue Kk cepBUCy ocylecTBisieTcsa yepes netcat: "nc <IP> <PORT>" IP aagpec u nopr
MOSIBJISIFOTCS TIOCTIE MOAHATHE UHCTAHCA 3a/IaHusl.

QCHL [2a6OTLIZ HCCICIOBAHUC JIOTUKHU paGOTH mporpaMmal

Htor paGoThl: ONpeaenuTh YI3BUMOCTb B UCXOJTHOM KOJI€, TOIKCIUTYaTHPOBATh 3Ty YSA3BUMOCTb,
MOJIyYUTh JTOCTYI K (uiary

Kputepwuii oieHKH: IpeaOCTABJICHUC KOPPECKTHOTO q)nara




Pexomentyembie npenycranosiaennbie yruutel: gdb, ghidra, rizin, cutter, python3, pwntools, strace,
Itrace, objdump, readelf

C3MU - just nginx

I'epanbt n3 Pusun nonydaer HoBoe 3ananue. CereBoit 1eMoH NGINX ysa3sum ans Cuin 31na, HyKHO
€ro MPOAHAIM3UPOBATH U UCIIPABUTH YA3BUMOCTH B KOH(HTe. DTOT 3aKka3 nmorpedyeT oT Benpmaka
3HaHUH B KOJUHTE. ..TIOMOTUTE [ epanbTy BBIIOJIHUTH MUCCHIO.

[{enb paboTHL: ONpeneIeHHe U UCIIPABIICHUE YSI3BUMOCTH B KOHPUIypariuu nginx

Utor paboTsl:
3arpy3uTe B MpefocTaBiIeHHbIE POpMbI 2 ¢aiina:

1. TekcTOBBIN (paii c omMcaHUEM ySA3BUMOCTHU
2. UCIpaBJIEHHBIA KOH(PUTYypallMOHHBIN (aiii

Kpurepuu o1ieHKH:

* KoppekTHo onpezeneHa ys13BUMOCTb - 1 6armn

* KoppekTHo ucnpapiieH KOH(GUTYpallMOHHBIN (aiin - 2 6ania

* HE xoppekTHO ompeeneHa ya3BUMOCTb - MUHYC 1 Oan

* OTcyTCTBYET OMMCaHUE YI3BUMOCTH - MUHYC 0.5 Oaya

AHajm3 Tpaduka

Ha CkeJuIire mpor30IIIIO 9TO-TO CTPALIHOE, OAHAKO BCE YTO OCTAanoch MeHHHbp u MBILIOBYpY st
MPOBEJIEHUS] DKCIepTU3bl - 3amuch Tpaduka. [lomorure wyaposaelike W Jpyuay MPOBECTH
paccienoBanue a0kl MPEAOTBPATUTH MOAOOHBIE MHIIMACHTHI B OyaymieM. [[is aToro: omnpenenute
IP-anpec arakyrormiero, onpeaenure THI aTakd, CO3/JaiTe mpaBwia iptables mist mpenoTBpaiieHus
TAHHOMW aTaKH.

Pemenne pazmectute B CETEBOM NHamke, MpoAyONHpylTe Ha paboueM ctoJie Bamielr BUpTyanbHON
MalIuHbl YYaCTHHKA.

BAYKHO: [P-agpec arakymoomiero - WHAMKATOpP PEIICHWS 3aJaHus, paboThl YYaCTHUKOB,
HEKOPPEKTHO \ HEe OMPEICNTUBIINX €ro - He MOJUIKAT AalbHeei mposepke!

Lenpto paboTHI sIBIETCS LENOYKM MpaBui iptables st OIOKUPOBKH aTaku, MPEJICTaBICHHON B
UCCIeyeMOou 3anucu Tpaduka.

[Ipu sToM TpeOoBaHMs K MpaBuily iptables:

1. B xauecTBe Ha3BaHMsI LIETIOYKH MPABUIT - YKAKUTE MPEANOTAraeMblii BUI aTaKu

2. YkaxuTe npeAenbHOe YHCIO MaKeTOB B €IMHUILY BpeMEHHU (MakeThl OyIyT M POXOJIUThH MPABUIIO
TOJIBKO TIOCJIE TPEBBINICHUS OTPAHUYCHUS) PaBHBIM | B CEKYHIY

3. YkaxxuTe MakCUMaJbHOE 3HaUY€HHE CYETYMKa MAKETOB, MPH KOTOPOM CpadaThiBaeT OTpaHHYEHUE
PaBHBIM 2

YcnoBue Ha IOOOIHUTEIbHEIE OaJlIbL:




* ganmumute shell-ckpunt (.sh) s 6moxupoBky araku - 2 6amia

Htor paGoThI:
1. Cnannblii B TecTOBYIO cucteMy [P-aapec aTakytoiero

2. TexcToBBIN (paiiin ¢ HAMTMCAHHOW LENOYKOW TPaBHII
3. shell-ckpunT noarpyxatomuii npaBuia

Kpurepuu ouenku:

» KoppekTHo onpenenen IP-anpec arakyromero - 1 6amn

* KoppekTtHo omnpenienex Buj ataku - 1 Oamia

» Co3maHo nipaBuJio iptables nmst 610KMPOBKY aTaku - 2 Gayia

* 3a KaXXJI0€ OTCYTCTBYIOIIEEe TpeOOBaHME - MUHYC 1 Oan

* BeimonHeHo gom. ycnosue (.sh CkpunT moarpyskaromuii npasuia) - 2 6amia




