IIpakTHyeckoe 3aaHue A PETHOHAJBHOI0 3TANA BCEPOCCUMCKOIN 0JIMMIINAbI
IIKOJbHUKOB 10 TeXHOJa0ruu 2023 — 2024 yyeOHbIH 1oj
Ipopuns «MupopmanuoHHasi 0€30I1ACHOCTH»
11 knacc

TemaTuku 3a1aHui

B Type HE0OX0uMO pemnTh Kak MOKHO OoJibline 3ananuii. Habopsl 3aqanuii OpHEHTUPOBAHBI Ha
KOMILJIEKCHYIO ~ OLIEHKY HAaBBIKOB YYaCTHHKOB 3aKJIIOYUTEIBHOIO Typa U  OXBaThIBAIOT
[IEPEYUCIICHHbIE HUXKE TEMBI:

1. PeBepc (aHanu3 UCXOAHBIX TEKCTOB KOMITBIOTEPHBIX IPOIPAMM )

2. Web (nouck ys3BUMOCTEH Web-TIPHITOKEHHH)

3. Forensics (mmouck ciiezioB WHIMIEHTOB HH(POPMAITMOHHON 0€3011aCHOCTH)

4. Linux\Unix (HaBbIKK aJIMHUHUCTPHUPOBAHUSI OTICPALIMOHHBIX CUCTEM )

5. AHanu3 Tpaduka

6. Cpenctra 3ammuTthl nHGopMmaruu (C31).
IIpumeyanus:

Onenka 3ananuii (kpome Tematuku C3U) npousBoAMTCS aBTOMATUYECKH MO (akTy
pa3MenieHus] yYaCTHUKOM B TOJie JUIsl BBOJIa KOPPEKTHOTO (uiara — CTPOKU ONpeAeSIEHHOTO BUIa
(mrabnon OymeT O3BYUEH Nepea HadajioM Typa), JOCTYH K KOTOPOMY SIBJISIETCS HHIMKATOPOM
YCIIEIIHOTO peIIeHUs 3a/1aHu4.

Ouenka 3aganuii o Ttematuke C3M npou3BOAMTCS OpraHU3aTopaMu Ha OCHOBAHUU
MIPEIOCTABICHHBIX YYaCTHUKAMH (ailsioB.

MakcumanbHO BO3MOKHOE YHCIIO OAJIJIOB 32 MPAKTUYECKUN Typ — 35 OajioB.

HNudpacTpykrypa yuacTHHKA
1. Ha IIK yyacTHuKa oMMIIHaAbl 10JHKEH OTCYTCTBOBATH JIOCTYI B ceTh “MHTepHeT”.
2. Ha IIK yuacTHHMKa ycTaHOBIIEH runepsu3op VirtualBox .
3. Y4acTHUKY MpenoCTaBiseTcs o0pa3 BUPTYyalbHON MallMHBI ¢ HEOOXOAMMBIM MPOrPAMMHBIM
obecrnieueHreM JUi pelieHus 3aJaHuil. BUpTyalbHyI0 MallluHy y4acTHHKA TPeOyeTcs 3amyCTHTh J10
Hayaja MpakTHYeCcKoro Typa.
4. Ha cepBepe opraHu3aTOpOB 3allycKaeTcs BUpTyaidbHas MamuHa ¢ [Imatdopmoil ¢ 3amanusMuy,
KOTOpasl HCHOJb3yeTCsl Ul pelleHus BceX 3aJaHuid, Kpome 3aaaHuil mo pabore c¢ C3U.
Pazeepmuieanue Ilnam@opmor 0na Kax3coozo knacca RnPOU3BOOUMCA HENOCPEOCHMEEHHO20
opzanuzamopamu ne panee uem 3a 1 0env 00 npogedenus npakmuueckozo mypa. BuptyaibHas

MalirHa C HnaT(bopMoﬁ TAKXC JOJIKHA OBITh AOCTYyIIHA I10 JIOKaJIbHOM CE€TH C MaIlluH Y4aCTHUKOB.

1 https://www. virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. Jns 3arpy3ku ydacTHHKaMu (ailyioB (CKPUHIIOTOB, CKPUIITOB, KOH(GUTypallMOHHBIX (ailyioB
T.I.), TOATBEPXKAAIOMIMX BBIMONHEHHE 3anaHuii Tematuku C3U, opraHuzaTtopbl NpPEIOCTABST
MEXaHU3M WHAWBUIYAJIbHOW 3arpy3kd 3THX (pailjoB (MHIUBHUAYaJIbHBIE MANKH C MEPCOHATHHBIM
JOCTYTIOM JIJISl KQ)KJIOTO YYaCTHHUKA).

OO0uue TpedoBaHUA
1. Jlo Hayajma NpaKTHYECKOTO Typa HeoOxoaumo obecneunth goctyn ¢ [IK ydacTHHKOB K
[Tnardopme ¢ 3amanusmu, pa3BepHyTol Ha cepBepe. Ha skpanax IIK ydacTHuKa TOJIKHBI OBITH
BBIBE/ICHBI OKHA PETUCTPAIMU Ha IIaT(opMe ¢ 3aJaHASIMH.
2. Tlocne crapTa NPaKkTUYECKOIO Typa, YYAaCTHUK JOJDKEH BBINOJHATH 3a/aHUsl TOJHOCTBIO
CaMOCTOSITENIbHO. 3aaHus pacnoioxeHsl Ha [Inatgopme. [IporpaMMHBIil HHCTpyMEHTapH 171 UX
peleHusl I0CTyNeH Ha BUPTYaldbHBIX MammHax Ha [1K ygacTHHUKOB.
3. Ilo oxkoHYaHWY penIeHns 33JaHUH YYaCTHUK OJIMMITHAIBI MOYKET IOKHHYTh ayIUTOPHIO.
4. Haiinennsie ¢uaru (kpome 3ananuii C3U) BBoxsarcs Ha Ilnardopme. KonmmuectBo mombITOK

BBOJIa (y1ara He OTPaHUUYCHO. 3a OIMTMOOYHO BBEJACHHBIN (iar OaJliibl HE CHIDKAIOTCS.

Tectoseii CTFd BCOLL

Challenges

DopeH3uka

Pucynok 1 — npumepHsliii Bua skpanHoro uatepgderica [lnatdopmsl ¢ 3ananusmu

ITopsinoxk mpoBeneHust
JITUTENbHOCTh TPAKTHYECKOTO Typa (BBIMOJHEHUE NMPAKTUYECKUX 3aJaHuil) Uil ydacTHHKOB 11
kiacca coctasisieT: 180 Munyt (6e3 yuera nepepbiBoB). B ciiyuae oOHapyXeHHs1 HEUCTIPaBHOCTH B
000pyZ0BaHNY, BO3HUKILIEH HE 110 BUHE YYAaCTHHKA, [0 PEIICHHIO HAOMI0AaTeNs JaHHbIH YYaCTHUK
MokeT nepecectb Ha pesepBHbI I1K. Bpems, 3aTpaueHHOe Ha BBISABICHME M YCTPaHEHHE TaKOi

HCUCIIPAaBHOCTHU, KOMIICHCUPYCTCA.



Hlugp yuacmnuuxa

KapTa OLHCHKH YIAaCTHHKA PErMOHAJBHOI0 3Talma — 11 kaace

Ne TemaTuka 3a1aHus Kpurtepun onenku Bcero Baxibl o
3aaHus 0a/10B pakrty

1. Linux\Unix (misc) | ®akt pa3MemeHus Y4acTHUKOM B 1
T0JI€ JUTS BBOJIa KOPPEKTHOTo (hiara

2. Linux\Unix (adm) [ ®akt pa3memieHnss YY4acTHHKOM B 2
TI0JI€ JIJIsl BBOJIa KOPPEKTHOTO (prara

3. Forensics @akT pa3MemeHus YYaCTHUKOM B 3
T0JIe ISl BBOJIa KOPPEKTHOTO (hiara

4. Web @akT pa3MemeHus YYaCTHHKOM B 3
ToJie JIjIsl BBOJIa KOPPEKTHOTo (hiiara

5. Web @dakT pa3MemeHus YYaCTHUKOM B 5
MoJie [T BBOJIa KOPPEKTHOTO (hyiara

6. Reverse @dakT pa3MemeHus YYaCTHHKOM B 3
ToJie IjIsl BBOJIa KOPPEKTHOro (hiara

7. Reverse @akT pa3MeleHUs YYaCTHUKOM B 5
T0JIe JUTS BBOJa KOPpPEeKTHOTO (hiara

8. Reverse (pwn) @dakT pa3MelleHus] Y4YaCTHHUKOM B 6
HoJie 1711 BBOJa KOppeKTHOro (ara

9. C3n Kpurepun oOLeHKH TpUBEIEHBI B 2
3a7aHUH

10. C3U + Ananu3 Kputepun oueHku npuBEICHBI B 5

Tpaduka 3aJlaHUU

z 35




3aganus

Linux\Unix (misc) - ¢urenika Bo3MokHOCTEH

OObIKHOBEHHBIN THHEHKEP JIIOTHK HATKHYJICS HAa 6€300MTHO BBIMJISIBIBAIOIIYIO U3 O/TyBAaHUYHMKOB
¢nemky. "BECIIJIATHO" - moxyman JIroTHK, HO 0Ka3aJioch, 9YTO TO HE MPOCTO (hIIeTKa, a IEeTbIi
OyJIBDKHUK U(POBBIX TaiH, OCTABICHHBIN HA MTAMATh HEKUM 3araZl0YHbIM 4apo/1eeM, KOTOPBIH
pELINI 3aMYyTHTh TaKylO 3araJJOuHyI0 UIPY Ha Bbly)KMBaHUE KJI0Ya JIOCTYIIA, 4YTO caM Obl B HEW HE
CIPaBUJICS... TYT HE 00OMTHCH 0€3 YEKAaHHON MOHETHI.

[lenb pa®oTHL: MOJy4EeHUE AOCTYNA K (uiary

Wtor paboThl: NOJYyYUTH JOCTYH A0 (iara

Kputepuii o1ieHKHU: MpeoCTaBIeHUE MPABUILHOTO (prara

PexomMenyemble mpenycTanoBieHHbIe yTUIUThL: bash, python

Linux\Unix (adm) - pam postexploiatation

Ha ognom u3 Be6 cepepoB Kpemoctu Ctaporo Mops 3aMeTHIIH TIOI03PUTEIBHYIO aKTUBHOCTD —
Temepb TaM OOHUTAIOT YyAOBUIIA... KTO-TO MOXET BXOAHUTh B JIIOObIE aKKayHThl - 4YTO K€
nipon3onuio? Jlyist perenus 3aaanus HaiauTe iar B CKOMIIPOMEHTHPOBAHHOM CHCTEME

[{enb paboThl: HcCCIeI0BaHUE AAMIIA CUCTEMBI

Htor paGoTel: HaliTH (j1ar B CKOMIIPOMETHPOBAHHOM CHCTEME

Kputepuii onieHKU: IpeoCcTaBIeHIEe KOPPEKTHOTO iara

PexomentyeMble mpeaycTaHoBACHHbIC yTrauThl: bash, python

Forensics - ransome lab incident

OuepenHoO# 3aKas... y Hallero KIMEHTa — KyMlla JHIIb JTyOlIuKaT 3a4apOBAaHHOM CHCTEMBI ... BCE
CBUTKU 3areMHeHbl MmarndeckuMm mmdpom... [IOMOI'MTE mue pacmmdpoBarh TaMHCTBEHHBII
MepraMeHT ¢ pyHaMu Ha Ha pabodem cToJie.

! !eJ'IL |28.60TBIZ HCCICOAOBAHUEC JaMIla CUCTCMBI

HTor pabGoThl: MOTY4UTh AOCTYI 10 ¢uiara (OnpeaAeiauTh JIOTUKY MU (pOoBaIbIUKa U ASIIUPpPOBATh

Gaiin)

Kputepwuii onieHKH: MPpEeaAOCTaBICHUEC KOPPEKTHOT'O (I)nara.

Pexomenryemble npeiycTaHoBICHHBIC YTHIUTBL: bash, python



CoxeTtnl B BeOe

Bb1 oOyuaerecy Apetyse, (anat Tpancmopra u He io0ute npuioxenusa? [lpuaymanu KiaccHbIid
KOCTBUIb - JIydiee u3 000ux MUpOB!

[{enb pabOTHI: MCCIIEAOBAHKE JIOTUKN PabOThl wWeb-IIpHuiioKeHHs U MoJTydeHne A0CTyna K ¢ruary

Htor paGoThl: MOTYYUTH AOCTYI 10 ¢uiara

Kputepuii o1ieHKH: MpeI0CTaBICHHE KOPPEKTHOTO dutara

PexomentyemMble mpeaycTaHOBIACHHBIC YTUIHTRL: Burp Suite, python

Web - no ommékam Beaenyro

[Tocne Toro, kak I'epansT u3 PuBum ycnemHo noGeans MOHCTpaA, MOSBUIOCH HOBOE HCIBITAHUE —
B3JIOMaTh CUCTEMY JIPEBHHUX MAaroB, OCTPOCHHYIO Ha CTPYKTYPUPOBAHHOM XPaHWIIMUIIE JAHHBIX,
/i€ IO HEKOTOPBIM MPEIONI0KEHUSIM, XpaHUTCS BakHast nHGopmanms o [Ipennaznauenun.

Bama muccus 3akiarodyaercs B TOM, 4TOOBI MPOSKCILIYaTUPOBATH MOTEHIMANBHBIE YSI3BUMOCTH B
00x0/1e orpaHMYEHUI BBOIA JaHHBIX, KOTOPbIE MOTYT MO3BOJIUTH U3MEHSATH CTPYKTYPY 3aIPOCOB K
TOMYy XpaHwininy. [JoMHuTE, 9TO BEIbMAKy MOJIE3HO HE TOJIBKO 3HATh, KAaK B3aWMOJICHCTBOBATH C
KUBBIMHM CYIIECTBAMHM, HO U KaK B3JIOMaTh CHUCTEMbl 0€3 HCIIOJIb30BAHUS TPAIUIIMOHHOM sql-
WHBEKLINM.

[{enb paboTHI: HWCCIIEIOBAHKE JIOTUKH pabOThl Web-TIPHIIOKEHHS U TIOJydeHre A0CcTyna K (iary

Htor paGoThl: MOTyIUTh AOCTYN 10 (prara

Kputepuii o1leHKU: IpeI0CTaBIeHIE KOPPEKTHOTO iara

PexomMenryemble mpeaycTaHOBICHHBIC yTHIUTBL: Burp Suite, python

Reverse - heap

Z[axce ChJIaMU CTYACHTOB aKaJACMHUU ApTy3a HE€ OCTAHOBUTH JOTOT I/IMHOpTO?»aMeH_IaI-OH_IHﬁ BUXPb
Marvuu - 1nepecJa HaMu oqepez[Hoﬁ TECTOBBIN CTCHA, 3QJIUTBIN CUSIHUEM APTYMCHTOB. HpOBepI/IM K€,
HACKOJIBKO 0€30IacHO BCE B DTOT pas...

Bengsmak FepanLT, €T0o yuCHUIa HI/IpI/I " CIIyTHHUILIA I/ICHHI/I(bep BHUMATCJIbHO U3YYAOT MArunvdcCKyro
KOHCTPYKIIHUIO. XaoTHUYHO MCpHArIKUE PYHBI HA KaMEHHOU OallrHe Cpeau HE MPEABCIIAOT HUYCTO

Xopouiero. Ho nammMm TeposaM HE BHepBOﬁ CTAJIKUBATHCA C HCU3BCCTHOCTBHIO N OITaACHOCTBIO.

[Toaxmrouenue k cepBucy ocyuiectsisercs yepes netcat: "nc <IP> <PORT>" IP agpec u nopt
MOSIBJISIFOTCS 1IOCJIE NMOJAHATHE UHCTaHCA 3aJaHusl.

ﬂem; [2a6OTLIZ HCCICIOBAHUEC JIOTUKHU pa6OTLI MporpaMmaI



Htor paGoThl: ONpeaenuTh yA3BUMOCTh B UCXOTHOM KOJI€, MTOIKCIUTYaTUPOBATh ATY YSI3BUMOCTD,
MOJIyYHTh JAOCTYII K (uiary

KpuTepuii O1leHKH: IPEI0CTaBICHUE KOPPEKTHOTO iara

Pexomenryembie npenycranosiaennsie yruauTel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse - crackme

HIkonsHuna-senpMa U3 Hosurpama, Maprapura, o6Hapyxkuina B "Bunorpagaom Coobmectse”
CBUTOK C ITPOrpaMMOM -3aKJIMHAHUEM Ha 3aXBaT BJacTU. BeIBIIMIL Biagener CBUTKA UCYe3, TIOATOMY
eil mpuzaercs pazoOpaTbCsl B IpeBHEN MporpaMMHON Maruu camoctosteibHo. K cuactelo, 1ikosia B
Jlomuu yxe 1aBHO 00y4aeT TakKUM HaBbIKaM.

[lenb paboThI: MCcCEA0BaHUE JIOTUKU pabOThI MPOTrpaMMBbl
Wtor paboThl: onpeAenuTh JOrUKy paboThl MPOTpaMMBbl, MOIYYUTh JOCTYI K diary

Kpurepuii onieHKH: MpeoCTaBICHIE KOPPEKTHOTO (hara

PexomentyemMbie mpeaycTaHoBaeHHbIe yruiuThl: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, ltrace, objdump, readelf

Reverse (pwn) - free me up

Tanueli kon it aktuBanuu BenanMmaubero 3maka Uram - HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb HOJIb. Ilpennoxennsiii koa aeiictBoBan ¢ 1060 mo 1127 roa, B snoxy Benukoro
Beapmaka. Opnako I'epanbt m I[upu pomunuck eme mosxke, B 1290 romy, u 3TOT KOa, K
COKQJICHHIO, JUIsl HUX He moaxomuT. Ilomorure nHammm benomy Boaky u JlacTouke pacKpbITh
CEKPETHYIO TOCJIEIOBATEILHOCTh M aKTUBUPOBaTh 3HAK WIrHU, 4TOOBI CIacTh MUp, W3YBEUCHHBII
BoliHOM ¢ Hunbdraapaom.

[Tonknrouenue Kk cepBucy ocyiecTBisiercs yepes netcat: "'nc <[P> <PORT>" IP aapec u nopt
MOSIBJISIFOTCS TIOCTIE TIOJHSATUE UHCTaHCA 3a/IaHusl.

! !eJ'IL [Za6OTI>IZ HCCICOAOBAHUC JIOTHKH pa6OTLI IIporpaMmbl

HTor paGoThl: ONIPEAETUTh YA3BUMOCTb B UCXOJTHOM KO/JI€, TO3KCIUTYaTUPOBATh 3TY YA3BUMOCTb,
MOJIyYUThb JTOCTYI K (uiary

Kputepwuii oieHKH: MMPEaAOCTaBJICHUEC KOPPEKTHOT'O q)nara

Pexomenyembie npenycranosieHnbie yruautel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf



C3MH - just nginx

I'epanbt u3 PuBnn nosyyaet HoBoe 3ananue. CereBoit 1eMoH NGINX ysa3Bum ansa Cuit 3na, Hy»KHO
€ro MpoaHaTU3UPOBATh U UCIIPABUTH YA3BUMOCTH B KOH(puUre. DTOT 3aKka3 nmoTpedyer ot Benpmaka
3HaHUH B KOJWHTE...IOMOTUTE [ 'epaibTy BBIOJIHUTE MUCCHIO.

[{enb pabOTHI: ONpEIETICHUE U UCTIPABJICHUE YSI3BUMOCTH B KOH(PUTypauu nginx

Htor paboThi:
3arpy3uTe B IIpelOCTaBJI€HHbIE GOpMbI 2 (aiina:

1. TeKcTOBBIH (paiia c omMcaHueM ysSA3BUMOCTHU
2. ¥cTpaBJeHHbIN KOHPUTYypaIlIMOHHBIN (aiin

Kpurepuu o1ieHKH:

» KoppekTHo omnpenienena ysi3BUMocTh - 1 Gann

* KoppekTHo ucnpaBieH KOHQUTypallMoHHbIH (aiin - 2 Oamia

* HE xoppekTHO ompe/enena ya3BUMOCTb - MUHYC 1 Oan

* OTcyTCcTBYET OnUcaHue ya3BUMOCTH - MuUHYC 0.5 Gamia

Anasm3 Tpaduka

Ha Ckeuure IpoM3olIo YTO-TO CTPANIHOE, OJHAKO BCE UTO OCTanock Menuudop u MbImoBypy
IUIL TIPOBEIEHUs SKCIepTu3bl - 3amuch Tpaguka. Ilomorure waponeike W Apyuay NPOBECTH
paccienoBaHue 1a0bl IPEJOTBPATUTH OJOOHBIE MHIIMIACHTHI B OyaymieM. [l storo: onpenenure
IP-anpec aTakyrorero, onpeaenuTe TUI aTaku, co3faiTe mpaBuia iptables mais mpemoTBpaiieHus
AHHOU aTakKH.

Pemenne pasmectute B CETEeBOM mamke, Mpoayoaupyite Ha padoueM ctoiie Barmieit BupTyansHOU
MalIuHbl Y4aCTHUKA.

BAKHO: |P-agpec arakyioniero - HWHAMKATOD DELIEHWs 3aJaHus, paOOThl  YYaCTHHUKOB,
HEKOPPEKTHO \ HE ONPEIETMBIINX Er0 - HE MOJUICKAT NAIbHEHIIEN poBepKe!

[enpto paboOTHI sBIAETCS LEMOYKKA TpaBwil iptables s OJIOKMPOBKHM aTakW, MPEACTaBICHHOW B
UCCIieyeMoH 3anmucu Tpaduka.

IIpu s5ToM TpeboBaHus k mpaBuiy iptables:

1. B xauecTBe Ha3BaHUS LIETIOUKH MPABUII - YKAXKUTE MPEANoaraeMblil BUJ] aTaKu

2. YKaxuTe MpeneibHoe YUCIIO MAaKeTOB B €UHHILY BPEeMEHH (TaKeThl OyAyT MPOXOIUTH MPaBUIIO
TOJIBKO TIOCJIE TPEBBINICHUS] OTPAHUYEHUS) PaBHBIM | B CEKyHIY

3. YkaxkuTe MakCUMallbHOE 3HAU€HHE CUETYMKA MTAKETOB, IPU KOTOPOM CpabaThIBAET OrPAaHUYCHHE
paBHbIM |

YcnoBue Ha IONOJIHUTENbHbIE OAJIIBI:
* ganumute shell-ckpunr (.sh) s 6;10KkupoBKY aTaky - 2 6aia




Htor paGoTsl:

1. Cnannblii B TecToBylo cuctemy IP -aapec aTakyroiero
2. TexcToBBIN (paiiin ¢ HAMMCAHHOM LIENOYKOW TPaBHII

3. shell-ckpunt noarpyxaromiuii npaBuiIa

Kpurepuu o1ieHKH:

» Koppekrtno onpenenen IP-anpec arakyromero - 1 6amn

» KoppekrtHo onpenenen By ataku - 1 6amna

* Co3nano npaBwmio iptables nmst 60KMPOBKY aTaku - 2 Gayia

* 3a KaXJ10€ OTCYTCTBYIOIIee TpeOOBaHUE - MUHYC | Oasin

* BeimostHeHo aor11. ycinoBue (.sh CKpUnT noArpyxaromuii mpasumia) - 2 6amia



