IIpakTn4yeckoe 3aiaHue Al PErHOHAJIBLHOI0 3TAIAa BCEPOCCUICKOM OJTMMITUAABI
IIKOJbHUKOB 110 TeXHOJ0rum 2023 — 2024 yyeOHbIN rox
Ipopuiab «UupopmMannoHHass 0e30MACHOCTH»
9 Knacc

TeMaTuku 3a1aHuil

B Type HeoOXoauMo pemmuTh Kak MOXKHO Oonbiie 3amanuii. Habopsl 3aaHuii OpUEHTUPO BaHBI Ha
KOMIIJIEKCHYIO ~ OLICHKY HAaBBIKOB YYaCTHMKOB 3aKJIIOUUTEIBHOTO Typa H  OXBaThIBAIOT
MePEUNCIICHHbIE HUKE TEMBI:

1. PeBepc (aHamM3 UCXOAHBIX TEKCTOB KOMITBIOTEPHBIX POr'PAMM)

2. Web (mouck ysi3BUMOCTEH Web-TIPHI0KEHUH )

3. Forensics (1mouck ciie10B MHIMASHTOB WH()OpMAIMOHHONW 0€30MMacHOCTH )

4. Linux\Unix (HaBbIKM aJIMUHUCTPHUPOBAHHUSI OTIEPAIIMOHHBIX CHCTEM )

5. Anamu3 Tpaduxa

6. CpencrBa 3amuTtel nHpOopMmaruu (C31).
IIpumeyanus:

Onenka 3aganuii (kpome tematuku C3M) mNpoOU3BOAUTCS aBTOMATHYECKH 10 (haKTy
pa3MelleHHs YYaCTHUKOM B IOJIE JJIs BBOJA KOPPEKTHOro ¢uiara — CTPOKHU ONpPENeIeHHOro BUa
(mabnoH OymeT 03BydYeH Tepel HAadalloM Typa), AOCTYH K KOTOPOMY SIBIIIETCS WHIUKATOPOM
YCIIEIIHOT'O PEIICHHUS 3a/IaHHUs.

Onenka 3amanuii mo tematuke C3W mpou3BoauMTCS OpraHM3aTopaMd Ha OCHOBaHUU
MIPEOCTAaBICHHBIX yYaCTHUKAMU (paitsioB.

MaxkcumanbHO BO3MOXKHOE YUCIIO OaJIoB 3a MpaKTUYecKuil Typ — 35 6aios.

NudpacTtpykrypa yuacTHHKA
1. Ha 1K yuacTHuKa oluMIuazsl JODKEH OTCYTCTBOBATh JOCTYH B ceTh “MHTepHET”.
2. Ha I1K yyacTHMKa ycTaHOBIJIEH runepsusop VirtualBox?.
3. YyacTHUKY TpefocTaBisieTcsi 00pa3 BUPTYalbHOW MAaIIMHBI ¢ HEOOXOIHMMBIM MPOrPaMMHBIM
obecrieueHneM JJisl peleHns 3aJaHuil. BupTyanpHyo MalllnHy y4acTHUKa TpeOyeTcs 3alyCTUTh /10
HayaJjla IpaKTUYECKOro Typa.
4. Ha cepBepe opraHu3aTOpOB 3aITyCKaeTCsl BUPTyalibHas MamuHa ¢ Ilnatdopmoii ¢ 3a1aHUSIMH,
KOTOpasi HCIOJIb3YETCsl ISl pelleHuss BceX 3aJaHuii, kpome 3amanumii mo pabore ¢ C3U.
Pazeepmuieanue Ilnamgpopmor 0na Kasxcoozo Knacca npou3e00UmMcsa HENnOCpPeoCcH8eHHO20
opzanuzamopamu He pamee yem 3a 1 0env 00 nposedenus npaxmuydeckozo mypa. BupryanbHas

MammHa ¢ [InaTdopmoii Takke TomKHA OBITh TOCTYITHA MO JIOKAJIFHON CETH C MAITMH yYaCTHHKOB.

1 https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. Jlnist 3arpy3ku ydyacTHUKaMu (ailiaoB (CKpPUHIIOTOB, CKPUIITOB, KOH(UIYpPallUOHHBIX (haiioB U
T.I1.), TMOATBEPXAAIOIIUX BBINOJIHEHUE 3anaHuil TemaTuku C3VM, opraHu3aTtopel IpPEnOCTaBAT
MEXaHU3M HMHIMBUAYAIBHON 3arpy3kKu 3TUX (ailyioB (MHIUBHUAYaJbHbIC MANKU C MEPCOHAJIBHBIM
JOCTYTIOM ISl Ka)KJIOTO YYaCTHHKA).

OO61mue TpedboBaHUS
1. Jlo Hayanma NpakTUYECKOro Typa HeoOxoaumo obecreuuth apoctyn ¢ IIK ydacTHMKOB Kk
[Tnatdopme ¢ 3amaHusMu, pa3BepHyTol Ha cepBepe. Ha skpanax I1K ywyactHMKa 1OJDKHBI OBITH
BBIBE/ICHBI OKHA PErHCTpaliy Ha IaT(opme ¢ 3a1aHUSIMHU.
2. Ilocne crapra HpPakTUYECKOrO Typa, YYacCTHHMK JIOJDKEH BBIIOJHUTH 3aJaHUs IOJHOCTBIO
CaMOCTOSITENIbHO. 3a/1aHus pacoyoxenbl Ha [InaTdopme. IIporpaMMHbIi HHCTpYMEHTApUM ISl UX
peleHus JOCTYIEH Ha BUPTYyalbHbIX MamnHax Ha [IK ygacTHHKOB.
3.Ilo oxOHUaHUU peleHNs 3aJaHuil YYaCTHUK OJMMIIMAIbl MOXKET IOKUHYTh ay JUTOPUIO.
4. Haiinennsie ¢uarn (kpome 3amanmii C3U) BBogsatcs Ha I[lmatdopme. KonmuecTBo mOMBITOK

BBOJIa (prlara He OrpaHUYEHO. 32 OIMOOYHO BBEICHHBIN (pyiar Oasibl HE CHUXKAIOTCS.

TecToseii CTFd BCOLL

Challenges

dopeH3uKa

Pucynok 1 — npumMepHsbiii B S5kpanHoro uHtepdeiica [lnathopmsl ¢ 3ananusamu

ITopsinoxk npoBeneHus
JUINTEIbHOCTh MPAKTUYECKOrO Typa (BBIIOJHEHHE NPAKTUYECKUX 3aJaHMi) Il Y4acCTHUKOB 9
knacca cocraiyisieT: 180 munyT (0e3 yuera nepepsiBoB). B ciiyuae oOHapykeHHsI HEMCIIPAaBHOCTH B
00opyioBaHUM, BO3HUKIIEH HE 110 BUHE YYaCTHHUKA, [0 PEIIEHUI0 HAOI0qaTeNs JaHHBIH YYaCTHUK
MOXeT nepecectb Ha pesepBHbId [IK. Bpems, 3aTpadueHHOE Ha BBISIBJIEHUE U YCTPAaHEHUE TaKOU

HCUCITPABHOCTU, KOMIICHCUPYCTCA.



KapTra oneHKH y4acTHMKA permoHAJIBLHOIO0 3Tana — 9 kiace

HIugp yuwacmuuka

Ne Temaruka 3agaHus Kpurtepuu oneHku Bcero Bauasl no
3a1aHus 0aJL10B paxry

1. Linux\Unix (misc) | ®akT pa3memieHus yYaCTHUKOM B 1
noJie JIs BBOZA KOPPEKTHOTO (iara

2. Linux\Unix (adm) | ®axkr pa3MelieHus Y4aCTHUKOM B 2
1oJIe JI BBOJIa KOPPEKTHOTO (hiara

3. Forensics @akT pa3MemieHus YYaCTHUKOM B 3
ToJIe U1l BBOIa KOPPEKTHOro (iara

4. Web @akT pa3MeUIeHHUs] YYaCTHUKOM B 3
ToJie 71 BBOZIa KOPPEKTHOro (ara

5. Web ®dakT pa3MelIeHHs] YYaCTHHUKOM B 5
noJie 71 BBOJIA KOppeKTHOro (hiara

6. Reverse @®akT pa3MelleHus Y4YaCTHUKOM B 3
ToJIe JIIst BBOJa KOppeKTHOro (iara

7. Reverse @akT pa3MelleHUs YYaCTHUKOM B 5
noJie 7T BBOAA KOppeKTHOro (hiara

8. Reverse (pwn) @akT pa3MeIIeHUs YYaCTHHUKOM B 6
noJse 71 BBOAA KOppeKTHOro (hara

9. C3u Kpurepuun oneHkH TNpUBEIEHBI B 2
3aJaHIH

10. C3U + Awnanu3 | Kpurepun OLEHKM HpUBEIEHBI B 5

Tpaduka 3a1aHUH
b 35




3ananns
Linux\Unix (misc) - ¢Jiemxa Bo3MoKHOCTEH
OObIKHOBEHHBINH THUHENKep JIIOTHK HATKHYJICS HAa 0€300MAHO BBITJISIBIBAIOLIYIO U3 OJlyBaHYMKOB
¢nemky. "BECIIJIATHO" - mogyman JIroTHK, HO OKa3a10Ch, 9TO 3TO HE MPOCTO UIeIKa, a IebIid
OyNBbDKHMK IM(POBBIX TallH, OCTABJICHHBIM Ha MaMATh HEKUM 3arajJlouHbIM YapojieeM, KOTOPBIi
peluy 3aMyTUTh TaKylo 3araJlo4HyI0 UTPY Ha BBIY)KMBAaHME KJIIOYa JIOCTyIa, 4TO caM Obl B HEl He
CIIPaBUJICS... TyT HE 0OONTUCH O€3 YEKaHHON MOHETHI.

[lennb paboTHI: TMOMXyYEHHUE AOCTYMA K (rary
HTor paboThl: MOIYYUTh AOCTYI A0 (paara

Kputepuii olieHKH: peaocTaBiIeHUe NPaBUILHOTO (hiiara

PexomMeHnayembie IpeayCcTaHoOBICHHBIC YTHIUTHL: bash, python

Linux\Unix (adm) - again and again postexploiatation

Ha ognom u3 BeO cepBepoB Kasp Mopxena 3aMeTuiIN MOAO3PUTEIHLHYIO aKTHBHOCTH - YTO-TO
KUBET HA HUX... U KX pa3 KaKk aJMUHUCTPATOpP YCTpaHSAET CTPaHHOE MOJKIIOYEHHE CHOBA
MOSBJISACTCSA, TYT 0€3 cepeOpsSHHON KOIIKK He 000THCh. [l pemieHus 3aaaHus HaiauTe ¢Jiar B
CKOMITPOMETUPOBAHHON CHUCTEME.

[lenb pabOTHI: MCCIIENOBAHUE JaMIIa CUCTEMBI
Htor paboThl: HalTH (h1ar B CKOMIIPOMETUPOBAHHOH CHCTEME

Kpurepuii olieHKH: TPEAOCTABIEHHE KOPPEKTHOTO (uiara

PexomMenayemblie peaycraHoBeHHbIe yTHIUTBL: bash, python

Forensics - ransome lab incident

OuepenHoil 3aka3... y Halllero KiIMeHTa — KyMIla JUIIb AyOJIUKAaT 3a4apOBAHHON CHUCTEMBI ... BCE
CBUTKH 3aTeMHEeHbl MarndeckuM mmdpom... [IOMOI'MTE mHue pacmmppoBaTh TaWHCTBEHHBIH
IepraMeHT ¢ pyHaMH Ha Ha paboueM CToJe.

! !CJIB [!a6OTBII HCCICOOBAaHUEC JaMIla CUCTEMBI

Htor paboThl: MOTYIUTH AOCTYM 110 (rara (onpeaenuTh JOTUKy Mu(poBaNbIIKa U A ppoBaTh

(hatin)

KpuTepuit olieHKHU: MPEI0CTaBICHHE KOPPEKTHOTO (hiara.

PexomMeHnayembie peaycraHoBIeHHbIe YTHIUTBE: bash, python




Web - rpy6asi cuiia cTporoii 1u3bIOHKIIHH

Otaen pa3pabOTKM HMCCIEAOBATEILCKOTO ILEHTpa ApEeTy3bl TOTOBUT PEIU3 HOBOTO MErackormna,
OJTHAKO peaJIM3aIMI0 XCH/JIMHTA CECCHUH JOBEPHJIHM CTaXEepy...XOpOIIo OBl TPOBEPUTH €ro
0€30MacHOCTb.

[{enb pabOTHI: MCCIIETOBAHME JIOTHUKH Pa0OThl Web-TTpHUIIOKEeHUs U MOJIy4YeHue 1ocTyna K ¢uary

HTor pabGoThl: MOJyYUTh JOCTYII 10 (uara

Kputepuii olieHKH: peaocTaBlIeHUE KOPPEKTHOrO (hiiara

PexomMeHnayembie peayCcTaHOBICHHBIC YTHIUTBL: Burp Suite, python

Web - humongous /I:keiicon

[Tocne Toro, kak I'epanbT n3 PuBum ycnemno nmoOeauna MOHCTpaA, MOSBUIIOCH HOBOE MCIBITAHUE —
B3JIOMAaTh CHUCTEMY JAPEBHUX MaroB, NOCTPOCHHYIO HA CTPYKTYPHUPOBAHHOM XPaHWJIWILE JAHHBIX,
/i€ IO HEKOTOPBIM IPEIOI0KEHUSIM, XpaHUTCS BakHast uHPpopmanus o [IpennasHauenum.

Bama muccust 3akiro4aercss B TOM, 4TOOBI MPOIKCILIYaTUPOBATH MOTEHIIMATIBHBIC YSI3BUMOCTH B
00xoze orpaHMYEHUI BBOJIA JaHHBIX, KOTOPHIE MOTYT MO3BOJIUTh U3MEHSITh CTPYKTYPY 3aIPOCOB K
sToMy XpaHuwiuily. [loMHUTe, 4TO BebMaKy MOJIE3HO HE TOJIbKO 3HaTh, KAK B3aUMOJIEH CTBOBATDH C
KUBBIMH CYIIECTBAMU, HO M KaK B3JIOMaTh CHUCTEMBl 0€3 HCIIOJb30BaHUS TPAJAUIMOHHON sql-
WHBEKILINH.

[{enb paOOTHI: MCCIIETOBAHKE JIOTHKU paOOTHI Web -ITPUIIOKEHUS U MOJTyYeHHe JoCcTymna K ¢rary

HTor paboThl: MOJyYUTh JOCTYII 10 (para

Kputepuii orieHKu: npeaocTaBieHue KOPPEKTHOro (iiara

PexomMeHnayembie peyCTaHOBICHHBIC YTUINTRL: Burp Suite, python

Reverse - overflow

Z{axce CuJjiaMH CTYACHTOB aKaaACMHH ApTy3a HC OCTAHOBHUTHL OTOT I/IMHOpTOSaMeH_IaIOH_lI/Iﬁ BHUXPb
Maruu - nepea HaMmu O‘IGpG,Z[HOfI TECTOBBI CTCHA, 3QJUTBHIN CUSHUEM APryMCHTOB. HpOBepI/IM XK¢E,
HACKOJIBKO 0€30I1aCHO BCE B ATOT pas...

Benpmak I'epanbt, ero yuenuna [{upu u cnnytHuna erHHH(bep BHHMATEJIbHO U3y4al0T Maru4ecKyro
KOHCTPYKITHI0. XaOTHYHO MEPIAIONIMe PyHbl HA KAMEHHOM OalllHe Cpeu He MPEABEIIAI0T HUYETO
XOpomero. Ho mamum reposim HE BHepBOﬁ CTAJIKUBATHCA C HCU3BCCTHOCTHIO U OITACHOCTHBIO.

[ToakmroueHune k cepBUCY OCyIIECTBIsIETCs yepes netcat: "nc <[P> <PORT>" IP agpec u nmopr
MOSIBJISIFOTCS TOCIIE TOIHSITHE UHCTAHCa 3a/JaHuUs.

[lenb pa®oThI: HCCIE0BAaHUE JIOTUKH PAa0OTHI MPOTrpaMMBbl



Htor paboThl: ONpeneauTh YI3BUMOCTh B HCXOAHOM KOJI€, ITO3KCIIIIyaTHPOBATh 3Ty YSA3BUMOCTD,
MOJIyYUTh JOCTYH K (pyiary

Kputepuii onieHk#: nMpeaocTaBIeHHEe KOPPEKTHOTO (iara

Pexomenayembie nmpeaycranoBiaennbie yruautel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, ltrace, objdump, readelf

Reverse - crackme

HIxonpanna-BensmMa u3 HoBurpama, Mapraputa, oOHapyxuina B "Bunorpagaom Coobmiectse"
CBUTOK C IIPOrpaMMOI-3aKJIMHAaHUEM Ha 3aXBaT BJACTU. beIBIINIA Biajesnelr CBUTKA UCUYE3, TO3TOMY
eil mpuaeTcs pa3odopaThcs B JPEBHEW NMPOrpaMMHON Maruu camocrosiTenbHo. K cuacThio, 1kosna B
Jloguu yxe 1aBHO 00y4aeT TaKMM HaBbIKaM.

[{enb paboThI: McCleI0BaHUE JOTMKU paboThl IPOrpaMMbl
Htor paGoThl: ONpeneauTh JOIrMKY padOThl IPOrpaMMBI, IOIYYUTh AOCTYH K (uiary

KpuTepuii onieHk#: NpeaocTaBIeHUe KOPPEKTHOTo iara

Pexomennyembie npenycraHoBiaennbie yruuthl: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse (pwn) - encoding

Tanueni xon mIst akthBauuu BempMmaunero 3maka WUrum - HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb HOJIb. Ilpennoxennslii kox aeiicrsosan ¢ 1060 nmo 1127 rox, B anoxy Bemmxoro
Benpmaka. Opnako I'epanst m Hupm poamnuce eme mozxke, B 1290 romy, u 3TOT KOA, K
COXaJIeHUI0, Ul HUX He noaxoauT. Ilomorure Hammm benomy Bonky m JlacTouke packpbITh
CEKPETHYIO IOCJIEeI0BATEIbHOCTh U aKTUBUPOBATh 3HAK MrHu, yTOoOBI cacTh MUp, U3yBEUEHHBIN
BoitHOM ¢ Hunbgraapnom.

[TogxmoyeHue kK cepBUcy ocyiecTBisiercs yepes netcat: "'nc <[P><PORT>" IP aagpec u nopt
MOSBIIAIOTCA MOCTIE MOJHATHE NHCTaHCA 3aJaHusl.

[{enb paboThI: HCCIETOBAaHUE JIOTUKH PaOOTHI TPOrpaMMBbl

Uror paGoThl: ONpeaenuTh YA3BUMOCTh B HICXOAHOM KOJI€, TO3KCIULYaTUPOBATh 3Ty YSI3BUMOCTb,
MONYYUTh TOCTYII K (ary

Kputepuii orieHKU: mpeaocTaBiIeHne KOPPEKTHOro ¢uiara

Pexomenayembie peaycraHoBieHnbie yrruuThel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf



C3MH - just nginx

I'epansT n3 PuBnu nosydaer HoBoe 3aganue. CereBoid 1eMoH NGINX ysa3sum nns Cuit 311a, HYKHO
€ro MpoaHaJIu3upPOBaTh U UCIIPABUTH YA3BUMOCTH B KOHure. ITOT 3aKka3 nmorpedyer ot Beapmaka
3HaHMUN B KOJIMHTE. ..lIOMOruTe ['epanbTy BHITOJIHUTH MUCCHIO.

[{enb pabOTHI: OMpeeeHNEe U UCITPAaBIIEHUE YA3BUMOCTH B KOH(MUTYpallMK nginx
HTor paboThl: 3arpys3uTe B IpeaocTaBleHHbIE (hopMBbI 2 daiina:
1. TEKCTOBBIH (aiil c ONMcaHNEM YSI3BUMOCTH

2. MCIIpaBJICHHBIH KOH(QUTYpaIIMOHHBIA (aiin

Kpurepun oreHku:

* KoppekTHo orpesenena yss3BUMOCTD - 1 6an

* KoppekTHo ucnpasiieH KOH(pUTypaliuoHHbINH ¢aiin - 2 Gamia
* HE xoppekTHO ompenienieHa ya3BUMOCTb - MUHYC 1 Gam

* OTCyTCTBYET ONMCaHUE yS3BUMOCTH - MuHYyc 0.5 Gamia

Ananu3 Tpadpuka

Ha Ckeumire mpoM3oIIo YTO-TO CTPAIIHOE, OXHAKO BCE YTO OCTANOCh MeHHu(sp 1 MbIoBypy
JUIST TIPOBEACHUS OKCIIEPTU3bI - 3amuch Tpaduka. [lomorute yapojeiike M APyUAy IPOBECTH
paccrienoBanue qa0bl TPEJOTBPATUTH MOJOOHBIE HHIUACHTHI B OyaymieM. J{is 3Toro: onpenenure
IP-anpec aTakyromiero, onpeaennTe THII aTaKh, CO3AaiTe mpaBuia iptables mis mpenoTBpaleHus
JTaHHOU aTaKH.

Pemenue pasmectute B ceTeBOM Nanke, NpoayoaupyiTe Ha padodyem crosie Bamelt BupTyanbHOR
MAaIllUHbl YYaCTHUKA.

BAJKHO: [P-agpec araxkymoomero - HWHIWKATODP pEUIeHWs 3a0aHns, padoThl  YYACTHHUKOB,

HCKOPPEKTHO \ ne OoNnpCACIMBIINX €T'0 - HC TOAJIC)KAT HaHLHeﬁmeﬁ HDOBCDKG!

Lenbto paboThl sBASETCS LEMOYKU MpaBuil iptables st OJIOKMPOBKM aTaku, MPEICTABIECHHON B
uccieyeMoi 3anucu Tpaduka.

[Tpu 5TOM TpeboBaHUs K MpaBmTy iptables:

1. B xauecTBe Ha3BaHUS LEMOYKHU MIPABUII - YKAKUTE MPEIOoNaraeMblii BUJl aTaKu

2. YKaxuTe mpefenbHOe YUCIIO NMaKeTOB B €AMHHILY BPEMEHU (MaKeThl OyAYT MPOXOAUTH MPABUIIO
TOJILKO TIOCTIE TIPEBBILICHHS OTPAHUYEHUS) PAaBHBIM | B CEKYHIY

3. YkakuTe MaKCHMallbHOE 3HaUYE€HUE CYETYMKA ITaKETOB, MPH KOTOPOM CpabaThIBaeT OTpaHUYCHHE
paBHBIM 3

YcmoBue Ha JAOINOJHHUTCJIbHBIC 0aJUIbL:

* garnmmmte shell-ckpunt (.sh) 11 6;10kupoBKYM aTaky - 2 6ana



Htor paboThl:

1. Cnannslii B TecTOBYIO cucteMy [P-anpec arakyromiero
2. TexcToBbIl (haiiin ¢ HaNMCAaHHOM 1IETIOYKOW MPaBUII

3. shell-ckpunT noarpyxaroumii mpaBuia

Kpurepuu oreHku:

» KoppexTtHo onpenenen [P-anpec atakyrotero - 1 6amn

* KoppekTHo onpenesneH BuI aTaku - 1 6aina

* Co3gano mpaBwmiio iptables s O10KHPOBKH aTaky - 2 Oaiia

* 3a Kax/10e OTCyTCTBYIOIIEe TpeOoBaHue - MUHYC | Oat

* BemomnHeHo fomn. ycnoBue (.sh CKpUNT MOATPYKAIOMIHA TpaBHIla) - 2 Gaa



